Owing to the eminent performance gain, non-orthogonal multiple access (NOMA) has been regarded as a promising approach to achieve high throughput and low latency for the next-generation networks. Nevertheless, potential adversaries can still pose a threat to secure transmission in NOMA systems. Hence, in this article, secure transmission schemes based on beamforming optimization are designed to combat both internal and external eavesdropping for downlink multi-input single-output NOMA networks. Using the transmit beamforming design, we first propose two schemes to protect the privacy of a specific NOMA user in the presence of untrusted users. Then, the sum secrecy rate optimization problem is studied to combat the external eavesdropper through optimizing the precoding vectors, when the channel state information (CSI) is available. In addition, two secure beamforming strategies with the help of artificial noise and inter-user interference are proposed without eavesdropping CSI, respectively. Simulation results are presented to demonstrate the effectiveness of the proposed schemes, and some open issues are discussed as well.
IntroductIon
The scarcity of spectrum resources has always been a bottleneck restricting the development of communications, especially the 5G mobile networks, where efficient spectrum utilization is required to provide higher transmission rates for the prevailing bandwidth-thirsty applications, such as virtual reality, ultra high definition video and self-driving [1] . To this end, non-orthogonal multiple access (NOMA) is emerging as a competitive candidate to improve the spectrum efficiency, in which the transmitter broadcasts the superposed signal of several users through a single resource block, and users' messages can be identified by different power levels with successive interference cancellation (SIC) performed at receivers [2] . Recently, many research efforts have been dedicated to multi-antenna NOMA systems owing to the advantage of prominent array gains and system throughput. In [3] , the sum rate maximization problem was investigated for the downlink multi-input single-output (MISO) NOMA system through optimizing linear precoding vectors. In [4] , a general structure was presented for multi-input multi-output (MIMO) NOMA networks, and the idea of signal alignment was utilized to improve the performance gains. A novel resource allocation scheme for multi-antenna NOMA was proposed in [5] , which can significantly improve the energy efficiency and security. In [6] , an effective joint beamforming and power allocation optimization scheme was proposed for satellite-terrestrial integrated networks based on multi-antenna NOMA.
Although NOMA can bring significant performance gains, there still exist some serious challenges threatening its secure transmission [7] . Thus, the secure transmission in NOMA networks has received great attention from both academia and industry. Specifically, internal privacy leakage as well as external eavesdropping are the two main security issues due to broadcasting and SIC adopted in NOMA. The first issue was tackled in a multi-user NOMA network with hybrid multicast-unicast streaming [8] . Using transmit beamforming design, the secrecy rate maximization problem was investigated in [9] to ensure the security of the private user in MISO NOMA networks. For external eavesdropping, secrecy outage probability (SOP) was derived in [10] for large-scale NOMA networks. In [11] , a transmitting zero-forcing-beamforming method was proposed to remove the inter-cell interference at legitimate NOMA users and enhance the secure performance. The secrecy outage performance of two NOMA users was analyzed for a downlink MISO NOMA network assisted by artificial noise (AN) in [12] . Based on characteristics of SIC, AN-aided secure beamforming schemes were proposed to fight against the external eavesdropper in [13] .
Although these works have provided very useful insights into the security issues in NOMA, none of them investigated secure beamforming optimization oriented multi-user NOMA. Thus, in this article, secure transmission based on beamforming is proposed and analyzed for diverse eavesdropping scenarios in downlink MISO NOMA networks. First, exploiting SIC, optimal PA between users is achieved by transmit beamforming to help protect user privacy. Then, for external eavesdropping, the sum secrecy rate maximization (SSRM) problem is formulated and solved via beamforming optimization with eavesdropping channel state information (CSI). Furthermore, in the cases when the eavesdropping CSI is not available, secure beamforming schemes assisted by AN or inter-user interference (IUI) can be utilized to enhance the security of NOMA users without affecting their quality of service (QoS). Finally, simulation results of the proposed schemes are presented, and several critical open research issues and challenges are pointed out.
The rest of this article is summarized as follows. In the following section, diverse eavesdropping scenarios for MISO NOMA networks are presented, and secure beamforming schemes on the internal privacy protection are then proposed. The sum secrecy rate is then maximized through beamforming design with eavesdropping CSI. Then, AN and IUI are employed to improve the security without eavesdropping CSI. We then discuss open research issues and challenges, and conclusions are obtained in the final section. scenArIos for secure beAmformIng-bAsed mIso nomA networks
In this section, several scenarios for secure beamforming-based MISO NOMA networks are presented as shown in Fig. 1 , details of which are described as follows. Internal Privacy Leakage: In conventional NOMA networks, the messages of users with weaker channel strength are more likely to be leaked at the stronger users, because the signals with higher power from the weaker users will be recovered and cancelled at a stronger receiver according to SIC. Thus, the privacy of users with weaker channel strength is severely threatened. As shown in Fig. 1a , the strongest user U K has the highest privacy level, whereas the weakest user U 1 has the lowest level. To reduce the information leakage of a specific NOMA user, power control based on beamforming optimization can be utilized to fight against internal eavesdropping.
External Eavesdropping with CSI: We consider the case in which the eavesdropping CSI is available for the legitimate network as shown in Fig. 1b . This is reasonable for the situations where the eavesdroppers serve as registered users of the network, but they are not allowed to access the confidential information. In this case, we can optimize the sum secrecy rate of all the legitimate users directly, following the conventional SIC decoding order constraints with respect to the transmit beamforming design.
External Eavesdropping without CSI: In the scenario without eavesdropping CSI, there are two main approaches to disturb the eavesdropping, that is, AN and IUI. When the transmit power of the base station (BS) is high enough as shown in Fig. 1c , AN can be utilized to degrade the eavesdropping performance without affecting the legitimate transmission via beamforming optimization. On the other hand, IUI can be leveraged to assist the secure transmission when the wireless resource is inadequate as shown in Fig.  1b . In this case, the beamforming design combined with the modified SIC order can provide novel insights for improving the security of a specific user.
Subsequently, several secure transmission schemes based on the beamforming optimization will be demonstrated in NOMA networks for the aforementioned scenarios in detail.
secure beAmformIng bAsed PrIvAcy ProtectIon
In NOMA networks, each user receives the messages of all the users from the BS due to the superposition coding, and the stronger users with better channel conditions have to decode and subtract the messages of weaker users from the signals before decoding its own, which will cause privacy leakage, as shown in Fig. 1a . Hence, in this section, beamforming with PA is employed to guarantee the security of a prescribed private user, considering SIC [9] .
Power AllocAtIon bAsed on beAmformIng
Considering a downlink MISO NOMA system, the BS equipped with M antennas broadcasts the messages to K single-antenna users as in Fig. 2 . For clarity, let K denote the index set of users, that is, K ! {1, 2,…, K} , and U i represents the ith user. Assume that only one specific user requires private transmission during each time slot, while others do not need secure transmission. When more than one user requires private transmission, it can be further scheduled by the BS over different time slots. Without loss of generality, we assume U k as the private user, and the distances from the BS to all the users follows d K < … < d i < … < d 1 . h = d -a/2 g denotes the channel gain vector with M dimensions between the BS and a certain NOMA user, where d -a/2 represents the large scale fading with the distance d and the path loss exponent a, and g ∼ CN(0, I) is the Rayleigh fading channel vector. According to NOMA, the BS transmits the superposed signals combining the confidential message together with other messages to the users, and the SIC at other receivers will severely threaten the privacy of U k .
To safeguard the privacy of U k , a novel PA strategy can be designed based on the beamforming optimization. Specifically, we optimize the PA via precoding vectors, to minimize the private information leakage at other common users and maximize it at U k . To achieve this, the PA constraints at common users should be expressed as |h †
where v i denotes the precoding vector of U i . In addition, the order of the assigned power at the private receiver should satisfy the condition |h †
k v k | 2 for enhancing its own transmission performance. Accordingly, in terms of the proposed PA strategy, the SIC decoding order should follow
at the common receivers and the kth receiver, respectively.
PrIvAcy ProtectIon schemes
Based on the proposed PA strategy, two optimization schemes, the secrecy rate maximization (SRM) scheme and zero-forcing based (ZF-based) scheme, can be designed to further boost the secure transmission of U k as well as guarantee the QoS of other users through optimizing the precoding vectors. When the number of antennas at the BS is insufficient, the SRM scheme is applicable to protect the private transmission, that is, the secrecy rate of the private user can be directly maximized with the transmission rate requirement of common users and the proposed PA constraints satisfied. In addition, it is worth noting that the achievable rate at the jth common user R j should be denoted as min j<n≤K,n≠K {R j j , R j n } when j ∈ K\{k, K} or R j j when j = K, j ≠ k for the perfect SIC decoding, which indicates that R j should be no larger than the minimum between the achievable rate R j j at U j itself and R j n of U j at U n in order to successfully subtract the message of U j from the received signal at U n .
On the other hand, when the number of antennas is adequate at the BS, that is, M ≥ K, the ZF-based scheme can be feasible. Specifically, the information leakage of U k can be zero-forced at other common users whereby the beamforming design. Thus, the common users are impossible to obtain the private message of U k . In this case, the secrecy rate maximization is equivalent to optimize the transmission rate of U k . Moreover, the QoS constraints of common users, PA constraints and zero-forcing conditions should also be satisfied in the beamforming problem.
To solve the aforementioned problems, the ConCave-Convex Procedure (CCCP) can be applied to convert the non-convex problems into convex ones, and then, competitive Karush-Kuhn-Tucker (KKT) solutions can be obtained via iterations. In particular, some auxiliary variables should be first introduced to substitute the difference between two exponential functions, and transform the objective function into the concave geometric mean of the introduced variables. The items leading to the non-convexity of the constraints can be replaced with their first-order Taylor approximations, and the non-convex constraints can be reformulated as hyperbolic ones. These steps allow us to cast the original optimization problems as convex second-order cone programming (SOCP) ones by exploiting the fact about hyperbolic constraints. Finally, the KKT solutions can be calculated by handling the SOCP problem iteratively.
sImulAtIon results
Define the distances between the BS and all the users as a set of
) . We set ! d = 5, 22.5, 40 ( ) , K = 3 and M = 3. In Fig. 3a , we take U 1 , U 2 and U 3 as the private user, respec- When the number of antennas at the BS is insufficient, the SRM scheme is applicable to protect the private transmission, that is, the secrecy rate of the private user can be directly maximized with the transmission rate requirement of common users and the proposed PA constraints satisfied.
tively, and compare the secrecy performance of the SRM scheme with the conventional NOMA scheme. From the results, we can see that U 3 has the highest secrecy rate due to the better channel condition in the SRM scheme, while U 1 has the lowest, which verifies our deduction that the users with stronger channel strengths can embrace higher privacy levels. In addition, the secrecy rate of the private user in the SRM scheme is clearly superior to that in the conventional NOMA scheme. In Fig. 3b , the secrecy performance of the two proposed schemes are compared as the number of antennas increases. The results show that the secrecy rate of U 2 in the ZF-based scheme is zero when M < K, because the optimization problem in the ZF-based scheme is not solvable. When M ≥ K, the two proposed schemes have close performance, and the ZF-based scheme is more attractive due to its lower complexity.
secure beAmformIng schemes wIth eAvesdroPPIng csI
For the scenarios shown in Figs. 1b and 1c , secure beamforming based on PA can be designed to alleviate the external eavesdropping. In this section, we first propose the secure scheme for the case with eavesdropping CSI [14] .
sum secrecy rAte mAxImIzAtIon scheme
Consider a downlink MISO NOMA system with a single-antenna external eavesdropper, as shown in Fig. 1b . We assume that the eavesdropping CSI is available at the BS, and the sum secrecy rate maximization (SSRM) problem can be formulated to improve the secure performance of the system via beamforming optimization. Thus, the precoding vectors with power information are optimized to maximize the sum secrecy rate of all the users, with constraints on the limited transmit power at the BS, the PA for SIC and the rate. Note that the IUI introduced by the superposition coding of NOMA can be favorable to confuse the eavesdropping, that is, the eavesdropper cannot perform the SIC and tends to decode the desired signal by deeming all the other messages as noise, due to the lack of prior knowledge of the legitimate network. Therefore, the secrecy capability can be enhanced owing to the fact that the attenuation of the eavesdropping channel caused by the IUI is worse than that of a legitimate channel. In addition, the beamforming optimization problem formulated in the SSRM scheme is non-convex as well. For the intractable objective function, linear auxiliary variables are first introduced to replace its complicate non-convex items, which are transformed as constraints. Then, the objective function is equivalent to maximizing the product of the linear variables, which can be cast as a series of second-order cone constraints using the fact about hyperbolic constraints. Similar approximation method previously adopted can be leveraged for the non-convex items of the constraints in this problem, which are changed into convex ones subsequently. Therefore, the aforementioned iterative algorithm based on the CCCP in the last section can also be extended to solve the problem, the details of which are omitted due to the limited space of the article.
sImulAtIon results
In this simulation, we set ! d = 10, 55, 100 ( ) , and the influence of the number of antennas and the eavesdropper's location on the secrecy performance of the SSRM scheme is investigated under different P BS . The results show that the sum secrecy rate becomes higher with the growth of P BS (Fig. 4) , and the increment of the number of antennas can further enhance the performance gains using the sufficient spatial degrees of freedom (DoFs). Moreover, when the eavesdropper gets close to the BS, that is, d e = 50m, the sum secrecy rate declines due to its lower path loss.
secure beAmformIng schemes wIthout eAvesdroPPIng csI
In many scenarios, the eavesdropping CSI is difficult to obtain at the BS due to the fact that the eavesdroppers may be passive during the legitimate transmission. In this case, secure schemes assisted by AN or IUI can be designed to degrade the eavesdropping performance with PA involved. In this section, the secure beamforming schemes based on AN and IUI will be elaborated for downlink MISO NOMA networks.
An InjectIon
In the AN-based secure scheme, the BS broadcasts AN and the desired signals simultaneously, that is, part of the transmit power at the BS is utilized to send the confidential messages, while the remaining serves as AN to disturb the eavesdropping without affecting the legitimate transmission as in Fig. 1c . To this end, the transmit power between the AN and useful signals is allocated by the beamforming optimization, and the AN should be removed in SIC before recovering the legitimate signals at receivers [13] . This means the expected PA ordering for SIC should be expressed as |h †
By doing so, the introduced AN only interferes the eavesdropping channel while having no impact on the information decoding of legitimate signals, and thus, the secrecy performance can be improved. Subsequently, based on the above PA constraints, we aim to maximize the transmit power of AN via optimizing the precoding vectors, subject to the limitation of the transmit power at the BS and the constraints on the rate of NOMA users. Therefore, the eavesdropping can be disturbed as much as possible while guaranteeing the QoS of the users. In addition, when the relationship between the number of antennas and users satisfies the condition that M ≥ K + 1, AN can be zero-forced via beamforming. In this case, the expected PA ordering for SIC can be modified as 0 = |h †
Then, a similar optimization problem can be formulated with the updated PA constraints.
IuI mAnAgement
When there is no surplus transmit power serving as AN or the spatial DoFs are limited, IUI can be used to confuse the eavesdropper and enhance the security. Thus, via beamforming, IUIbased secure schemes are proposed to ensure the NOMA security [14] . Assume that only one NOMA user is prescribed to perform secure transmission during each time slot. According to the different locations of users, two secure schemes based on IUI management are designed for Case I and Case II, to combat the eavesdropping, respectively, as in Fig. 5 .
In Case I, U k is the designated secure user, 2 ≤ k ≤ K. To effectively fight against the eavesdropping, we aim to maximize the total transmit power from U 1 to U k-1 via transmit beamforming design, with the QoS of all the users satisfied. In particular, the objective function of the problem can be formulated to maximize S i= 1 k-1 |v i | 2 , with the constraints including the conventional PA ordering for SIC, users' QoS requirements R j ≥ r j and the limited transmit power S i= 1 K |v i | 2 ≤ P BS . In this way, the IUI caused by (k -1) users can be managed to disturb the eavesdropping as much as possible, and will have no influence on the information decoding from U k to U K when SIC is perfectly performed. Moreover, it is reasonable to allocate more transmit power to the users with weaker channels, which is beneficial to their transmission reliability.
In Case II, we consider an extreme case of k = 1, that is, the farthest user U 1 is deemed as the secure one who requires the confidential transmission. Generally, U 1 is the most vulnerable user from the view of secure transmission due to the fact that the highest proportion of transmit power at the BS tends to be allocated to the weakest user in conventional NOMA networks, which means that the power of the intercepted signal for U 1 at the eavesdropper will be higher than that of other users. To tackle this issue, beamforming design can be utilized to manage the IUI and safeguard the secure transmission of U 1 , that is, the transmit power of U 2 can be maximized to conceal the information of U 1 and deteriorate the eavesdropping performance by increasing the interference item of the eavesdropped SINR of U 1 . Thus, in this case, the objective function should be expressed to maxi-mize |v 2 | 2 , with the rate constraints involved to satisfy the QoS of users. In addition, the PA ordering for SIC should be revised as |h †
which means that the expected SIC decoding order at each user should subject to U 2 → U 1 → U 3 → … → U K . By solving the problem, the secure performance of U 1 can be largely improved with the help of the increased IUI from the adjacent user U 2 .
To effectively address the optimization problems in both cases, we first need to approximate the non-convex problems as convex ones. In particular, the objective functions are convex quadratic functions with variables v, which should be converted as concave ones for maximization. To achieve this goal, some linear auxiliary variables are added to make the objective function concave and non-decreasing, and then the convex items are reformulated as the constraints with their corresponding auxiliary variables. Next, in order to transform the non-convex constraints, the quadratic items that cause non-convexity are approximately linearized by their corresponding tangential functions in terms of CCCP. Similar to the method above, the original problems can be reformulated as convex SOCPs, and their solutions can be achieved via iterations.
For the IUI-based secure schemes, when there are multiple secure users during each time slot, the transmit power of some weaker users can still be maximized to disturb the eavesdropping. If all the NOMA users demand the secure transmission simultaneously, we can rely on the AN-based secure schemes to ensure the security of legitimate networks.
sImulAtIon results
Assume that the secure user in Case I and Case II is U 2 and U 1 in a three-user MISO NOMA network, respectively. d e = 20m. In Fig. 6a, M = 3 , r is the QoS requirement for all the users, and the secrecy performance of the secure user in Case I and Case II is compared. From the results, it can be known that both the secrecy rate of the secure user in Case I and Case II become closer to the data rate threshold as the transmit power increases, which means that the eavesdropping performance is deteriorated by the increasing IUI, as shown in Fig. 6b . In addition, we can also observe that the secrecy rate of U 1 is lower than that of U 2 due to the difference of their channel conditions. In Fig.  6b , the eavesdropping rate is compared for the proposed IUI-based scheme and the maximized sum rate (MSR) scheme in [3] . The results show that the eavesdropping rate of the MSR scheme is worse than that of the IUI-based scheme since the beamforming optimization problem investigated in the former scheme does not consider the security, which will severely threaten the secure transmission. In addition, the eavesdropping rate toward Case II is a little higher than that in Case I, which is consistent with the result in Fig. 6a .
oPen reseArch Issues And chAllenges
Although some preliminary works on the security of NOMA networks have been discussed from the perspective of beamforming optimization, several open research issues and challenges still need to be investigated as follows in the future. User Clustering: In the aforementioned secure schemes, the number of NOMA users is set as K, K ≥ 2. Actually, when massive connections are in place, that is, K is large, the complexity of the proposed schemes will increase, and more hardware resources will be required due to SIC. In this case, NOMA users should be divided into different clusters, which means that secure strategies combined with user scheduling are expected to reduce the complexity.
Robust Secure Schemes: Although we considered both cases of known and unknown eavesdropping CSI in this article, the perfect CSI of the legitimate network is assumed to be available at the BS, which may be difficult to obtain due to the limited system overhead, non-negligible channel estimation and quantization errors, transmission delay, and so on [15] . Moreover, the accuracy of the channel estimation can make a huge difference to the system performance. Thus, robust secure schemes should be further investigated for imperfect CSI.
Energy Efficiency: In the AN-based secure scheme, surplus transmit power is served as AN to effectively disturb the eavesdropping, which is directly eliminated at the receivers without affecting the legitimate transmission. This may cause a waste of energy. To solve this issue, other techniques such as simultaneous wireless information and power transfer can be used in AN-assisted NOMA networks to achieve high energy efficiency.
Interference Management: Inter-user interference is utilized to degrade the eavesdropping channel and improve the security. However, when we consider multi-cell networks, how to manage the inter-cell interference in order to assist the secure transmission in NOMA networks is a challenging issue.
conclusIons
Although NOMA can be deemed as a promising technique for high spectrum-efficiency transmission, security issues are still inevitable due to the SIC and broadcast of wireless channels. In this article, several anti-eavesdropping schemes are proposed based on beamforming optimization for downlink MISO NOMA networks. We first investigate the internal privacy leakage problem, and design two secure beamforming schemes to safeguard the security of the private user. Then, considering the external eavesdropping, the sum secrecy rate is maximized by optimizing precoding vectors with eavesdropping CSI. Moreover, AN and IUI aided secure beamforming strategies are designed to boost the security capability without eavesdropping CSI. Finally, open issues and challenges are pointed out for secure beamforming based NOMA networks. Inter-user interference is utilized to degrade the eavesdropping channel and improve the security. However, when we consider multi-cell networks, how to manage the inter-cell interference in order to assist the secure transmission in NOMA networks is a challenging issue.
